Leading PAM Solution Provider

QIZHI is a leading PAM solution provider in China. QIZHI provides most comprehensive
range of privileged access management solutions to help organizations holistically
strengthen their Identity Security and Access Security. QIZHI secures over 3500 custom-
ers, including 86 from the Fortune 500, across diverse industries including financial
services, insurance, technology, and manufacturing.
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Privileged Credential and Access Security Framework

PSM: Protecting privileged access security PAM: Protecting privileged account security

Operation

Security

Account risks are continuously managed

Enforce Least Privilege Control to minimize account risk exposure



Enforce least privilege control

to enhance privilege access security
with Privileged Session Management

Managing and securing privileged access is an enterprise-wide security challenge that
requires strict controls to protect, monitor, detect, alert and respond fo all privileged activity
that presents material risk. Privileged session management help organizations to improve
privilege access security by enforcing least privilege, fracking, approving, locking and
recording privileged activities in real time.

Deliver Privileged authentication,
authorization, access, and audit in an integrated,
seamless manner with Privileged Session Management.
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Feature Highlights

a. Fine-grained least privilege
Enforce least privilege through fine-grained, policy-based controls, and utilizing factors such as time, day

and location to make privilege elevation decisions.

b. Isolate, monitor, approve, record privileged activities and events
in real time
Isolate privileged sessions, allowing admins to track, record, lock, confirm privileged activity in real time.

c. Securely storing, and quickly indexing a variety of log types
Audit all user activity ,analyzing user behavior by collecting, securely storing, and indexing a variety of log
types, session recordings, and other privileged events.

da. Defend against malicious activities and attacks

Protect against unauthorized operations, high-risk operations, and malicious activities.

b. Balance security, productivity and experience
Enhance access security through least privilege control, while guarantee productivity and experience

effectively.

c. Satisfy audit and compliance
Leverage a centralized audit trail, providing a clear reporting trail for compliance audits and inquiries.
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Secure and visualize your

privileged credentials and secrets with
Privileged Credential Management

Privileged credentials serve as the keys to the IT Kingdom, existing in nearly every server,
network device, database, and application, whether on-premises or in the cloud. These
credentials are used by both internal employees and external vendors, making them one
of the most significant security risks faced by organizations today. The QIZHI Privileged
Credentials Management Solution allows organizations to prevent and mitigate these secu-
rity risks by centralizing privileged credentials and secrets storage and management, while

also identifying, detecting, and responding to privileged credential risks, and rotating privi-
leged passwords.

Centrally discover, store,
manage and protect privileged
accounts and credentials

01 Privileged
Credential Risk
Insights

02 Privileged
Credential Risk
Governance

« Discovery & manage
accounts

« Detect privileged
credential threats

» Automatically rotate
secrets on a schedule

* Manage accounts risk

* Manage application
identify risk

03 Password Safe

 Securely store credential & secrets
+ Password backup & redundancy
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Feature Highlights

a. Centralized and visualized credential management
Centrally and automatically manage privileged credentials and secrets of servers, database and network

devices, and gaining centralized visibility of all privileged credential and accounts.

b. Close-loop privileged credential risk governance
Discover and onboard accounts, identify over-privileged users, inactive, and partially revoked credentials,
identify high-risk credentials and privileged accounts, remove unnecessary privileges, and automatic creden-

tial rotation to eliminate privileged credential risks.

c. Complete critical asset range compatibility
Fully compatible with a wide range of servers, databases, network devices, and applications.

d. Gain a complete and clear overview of privileged credentials
Achieve a clear and comprehensive overview of privileged credentials through centralized storage, detec-

tion, and management of privileged credentials in servers, databases, network devices, and more.

b. Improve privileged credential security
Mitigate risks associated with credential theft and abuse through privileged credential threat detection and

responses, thereby minimizing attack surface.

c. Improve efficiency
Automatically discover unmanaged credentials, detect credentials threat and rotate credential password,

reduce manpower expense.
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